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Anonymous Public Announcements

Example:
We come back to this room after a break, and we see that

someone has written “it was raining in Bergen yesterday” on
the whiteboard. Only members of our group have access to
this room.

What do you learn?



—levator pitch

We introduce a new public announcement operator
modeling anonymous public announcements

“In-between” an announcement from the “outside” and
an announcement from the “inside”

Assume (common knowledge) that the announcer
Intended to stay anonymous => more revealing!

It all bolls down to the notion of a safe announcement



BSackground:

2ublic Announcement Logic



Background: Epistemic Logic

Given: a set P of atomic propositions and a finite
set IV of agents

= pl¢|(9NQ)| Kad
Models: M = (S,~,V), where
e S is a non-empty set of worlds,

o ~: N — p(S x 5) assigns a reflexive, tran-
sitive and symmetric accessibility relation, ~,,
to each agent a, and

e V: P — p(S) maps each proposition to the
set of worlds where it is true.



BSackground:

Interpretation:
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Background: Public Announcement Logic

pu=p| 20| 1 Aoz | Kig | |9l

Interpretation:

M,slk= e iff M,skEi¢= M%" sk

MY¥ = (S',~', V') is such that:

o S'={se S| M, =}

o forallae N, ~ =~, N(S" x S;

e forallpe P, V'(p)=V(p)N5Y.
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Background: Public Announcement Logic

@ after ¢ is truthfully announced ”from the outside”, 1 is true

K, ¢!y after ¢ is truthfully announced by agent a, 1 is true

More information!

We are looking for something in-between.



Intentionally Anonymous Public Announcements



Assuming common knowledge of the intention to
stay anonymous

- We learn that the anonymous agent knew ph
.. and that she knew that it was safe to announce phi

+ What does safety mean”
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If p is announced by a or ¢, the other agent knows who it was
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Three agents (a,b,c)
know p. But a does oV
not kKnow
that p Is safe,

SO p Is not safe for a.

only two
agents know
P, SO P
cannot be
safely
announced

o knows that p Is
not safe for a and
that ¢ knows that, so
o Is not safe for b

similarly, p iIs not safe
for c

p cannot safely
be announced by
anyone!

0 cannot be
announced
by anyone
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Safety: thus 3-anonymity is also not enough

Not enough that three agents know ¢.
They must also know that three agents know ¢.

. and so on..

What about common knowledge? \/_ spte Clab,er @

Sufficient but not necessary.

We don’t need it to be the same three agents.
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Safety: what we need
Let N° = {{a,b,c} :a,b,c € N,a # b # c}
Eng = /\iEG Kng

M? S = \/G1€N3 EG1¢

M, S \/GlEN3 EGl (¢ N\ \/GQENS EGQQS)

M, S = \/G1€N3 EG1 (¢ A VG2€N3 EGQ (¢ A VG3€N3 EG3¢))

What we want is the greatest fixed-point of:

FS) =1l 'V EcloA)|[P—s

GEeNS3

(where x is not in ¢)
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Safety

Ao: ¢ can safely be announced

In modal p-calculus: AP < vr. \/oens Ea(o N )

M, s :A¢(:>SEU{S:SC | \/ Eg(gb/\m)f\fs]}

GEeNS



Knowledge of safety

K, ,A@: ¢ can safely be announced by a

(a is a member of a group of three such that ...)
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ANONYMOUS
INntentions

Public Announcement Logic with

(@1]y: after any safe announcement of ¢, 1 is true

Definition 1 The update of epistemic model M = (S, ~, V') by the safe pseudo-
anonymous announcement of ¢ is the epistemic model M %% = (8’ ~', V') where:

e S"={(s,a):s€ 5, M,s

— Ka‘¢}

e (s,a) ~. (t,b) iff s~.banda=ciff b=c

o V'(s,a) =V(s)

We then let:

M, s

(p1]Y < Va € N, (M,s

— KaAqb — Mﬁbi’ (57 CL)
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a knows de dicto that p Is
safe, but not de re

ad bc

ac



ac

;bc



Only the announcer

knows who the b ..............
announcer was i




Safety is safe

Lemma 1 In any update by a safe pseudo-anonymous announcement, it s com-
mon knowledge that no-one except the announcer knows who the announcer is

(more technically: in any state (s,a), for any agent ¢ # a there is a state (s',a’)

such that (s,a) ~; (s',a") and a # a').

K, A¢ is thus both sufficient and necessary for a to safely announce ¢



ad bc

ac



Bisimilar! g
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Theorem 1 For any ¢, v, M, and s,

M, s

= [0ty iff M, s

— Ap = M2 s




Bisimilar! g

Theorem 1 For any ¢, v, M, and s,

M, s

= [01]Y < Aol

= [0ty iff M, s

— Ap = M2 s




Bisimilar! g

Theorem 1 For any ¢, v, M, and s,

M, s b= [0 iff M, s = Ag = MA s |

Safe anonymous
= [Py © [adl)y announcements are public
announcements of safety!




Relationship to action model logic

Definition 1 The anonymous event model for N agents and formula ¢ is the
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Definition 1 The anonymous event model for N agents and formula ¢ is the
action model I\/Ig = (S, ~, pre) where

K, Ad
‘SN olike
. c | b
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e pre(a) = K, A KbACb' a ) K_.A
p () a ¢ .b .......................................... ‘C ¢
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Languages

Ly ¢u=p
Lo ¢u=p
Lia Qu=0p

K;¢
K;¢
K;o

adle
Ao
Lo | A

“In-between”

~ELC

-ELC
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Languages

Ly ¢u=p|-d|dAd|Kig|[pt]e
Lo ¢u=p|-¢|dNo|Kid| A ~ELC
Lia du=p| 0| oNo| Kio | [pI]o | Ad BAVNS

Lemma 1 For any ¢ € Ly, there is a ¢' € L4 such that for any M, s, it holds
that M,s = o iff M,s = ¢'.

Lemma 1 For any M,s and any ¢ (in any of the languages), M,s = Ao iff
M, s |= —-|of] L.

Corollary 1 L, ~ L ~ L, All equally expressive!

It is all about safety!
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La:
Qu=p|-d|OoNG|Kip| A

M, s A¢<:>8€U{S:SC | \/ Eg(gb/\ai)f\fs]}

GeNS3

>~ A9 = 1) = (Ad — AY)
>~ (AN AY) — A(P N D)

Not normal!




Axiomatising safety: no induction axiom

= A0 — Veaens Ead) — (¢ — AQ)

But we do have an induction rule:

If

= ¢ — Vaens Ec@, then

=0 — AQ



Axiomatising safety: no compactness

{An¢:n 20} U{-Ad}

Av=0AN \/ Ec, (0N \/ Ea,(6n \/ Eg,(¢A---A \/ Ec,9))

G{EN3 GoEN3 G3EN3 G,EN3



Axiomatising safety

all instances of propositional tautologies
From ¢ — 1 and ¢, derive 1
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Axiomatising safety

all instances of propositional tautologies Prop

From ¢ — 1 and ¢, derive 1 Modus ponens

Ko(¢p =) = (Ko — Ky) Distribution

K, — ¢ Truth

K, — K, K 0 Negative introspection
From ¢, derive K ¢ Necessitation

AP — Vaens Ea(o N Ag) Mix

From ¢ — \/ oo ns Eq@, derive ¢ — A¢  Induction

From ¢ — v, derive Ap — AV Monotonicity

Theorem 1 The system is sound and weakly complete.



Completeness: complications

Non-normality
No standard (relational) path semantics!
Non-compactness

Fixed-points



Conclusions

- The logic of intentional anonymous public announcements
Key Idea: safety
Fixed-point operator
Intentions => more revealing! Similar to in Russian cards.
- Safe anonymous announcements = public announcements of safety
Expressive power: all boils down to epistemic logic + safety
- which we axiomatised

Future work: group knowledge (stronger safety), quantification a la
APAL/GAL, self-reference.



